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 lArticle History ! ' e increasing reliance on e-commerce platforms has amplified challenges related to -
! |IReceived: March 19, 2025 i 3"5' ncy, trist, {fraud, and inefficiencie§ in reward disttibution “,sys.tqﬂs‘”'i )p ing |
[Revised: April 20, 2024 | ntralized architectures fail to address these issues effectively, This paper iproppses |

~ Accepted: June 15, 2025 BlockArc, a blockchain-based smart contract framework designed to revolutionize reward
Published: July 31, 2025 .| systems in e-commerce. The system leverages a permissioned blockchain and jsmart
Keywords: ' ' | ‘ ' contracts to aufomate reward distribution, enhance security, and ensure’ transaction
‘Proof of Authority (PoA), | ansparency. The framework consists of four layers: B_lockchain Layer, Smart Contract
Ethereum & Hyperledger Fabric, yer, Application Layer, and User Roles, each addressing key challenges such as reward
Zero-Knowledge Proofs (ZKPS), . fragmentation, fraudulent transactions, and inefficient refund processes. Smart contracts
AN ' autonomously handlé reward issuance, redemption, and expiration while'integrating oracles

for real-world data validation. Security is reinforced using cryptographic hashing, Zero-

Knowledge Proafs (ZKPs), and Role-Based Access Control (RBAC) to prevent fraudulent
b activities. A performance evaluation demonstrated 112 Uansaqtiqqg per second (TPS)under
| moderate load, fraud detection accuracy of 100%, and a 37% reduction in operational costs
. by eliminating intermediaries. User satisfaction surveys indicated high levels of trust 'and
|| transparency. The study concludes that BlockArc enhances e-commerce reward systems by

" Fraud Prevention, ' | |
Tokenized Reward Systems |
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' i improving efficiency, security, and decentralization, paving the way for scalable iand
i i::}erojperable blackchain applications in digital commerce. H
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' " ‘E-commerce platforms have transformed the way trade and commerce are conducted, offering a se Pmi,ess nienfacs for SR ations
between buyers:and sellers. However, as these platforms expand, they face critical challenges such as lack of transparency, trust issues,
fraud, and inéfﬁcieinc:ies jin reyard systems and product return mechanisms. Centralized architectures, wl;iﬁh,: dominate the e-commerce
Ian'd\s'cape,f are often unable to address these challenges effecpvely. The need for a decentralized, transparent| and automated solution has
led to the exploration of plockchain technology and smart contracts as transformative tools for the e-commerce sector. , ., , .

" Centralized e-commerce platforms actas intermediaries, controlling various aspects such as paym,epts,rréward distributions, and
dispute resolution. This centralization often x":esults in opaque processes, high. operational costs, and vulnerabilities to ‘_f(aqd.v Reward
systems, a critical feature of e-commerce, are plagued by fragmentation and inefficiencies. They often, lack interoperability, limiting
customers to specific platforms and reducing the overall value of loyalty programs. Similarly, the product return and refund prdcess is
fraught with delays and disputes, leaving both customers and merchants dissatisfied. Thesg inefficiencies highlight the urgent need for a
paradigm shift toward a decentralized and transparent approach. vl

Blockchain technology, with its decentralized and immutable architeci®
recording transactions on a distributed ledger, blockchain eliminates the 4
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Abstract: The lntemet of Things|(IoT) mterconnects with various devices through the internet, which recently

develops an aipbeatnon of Wireless Sensor Netw (WSN) for data transmission. However, the existing- trqutlonal

optimization-based methods used fpr minimizing energy consumption of node for energy efficient data transmission |

in 1oT have failed to balance the nodes energy dué to frequent network changes and unbalanced energy utilization of

nodes. To overcome this, a Rotatipnal Invariant. Strategy based Catch Fish Optimization algorithm (RIS-CFO) is |

f nuﬁ:mw the Cluster Head Selection (CH) and routing in loT network. The proposed RIS-CFO adopts t the |

of 'the IoT-WSN hetwork by mimicking fish behavior to adapt and explore the solution' spa?:e

effectively, which results in optlmall sollutions. ?RIS strategy increased the exploration ability of the CFO algorithm

by searchmg in a rotation or encircling for individual and group collection to prevent stagnation and explore diverse

solutions. The cxpenmenthl resultsiof the propowd RIS-CFO method attained energy consumption of 18 J and 43 J
for 500 and 1000 nades, which is less when compyed to the existing approach DESFO,

ooy ||

Keywords: Catch fish optimmuo:i Energy effi ciimt cluster head selection and | mutlng. lntemet of thmgs, Rotauonal

invariant stmegy Wnreless sensor TetWork f
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1. lntmducﬁon | '

Intefnet of ‘Thm&s (IoT) netwérk is defi neq as'a
global network that produces a system to contrgl and
monitor the physical world by collecting, processing,
and - anglyzing the data obtained from the loT
sensors/devices. This loT netwak ‘is based jon |
layered | architectore ithat  enables irternet
communication among the’ various physical devices
in the heterogenedus environmgnt [1). Witeless
Sensor Nétworks (WSNs) drganisg the sensor nodes
indiyidually ann spatially to monitor the environiment
and obsérve the real-time data. Thll WSN notwork is
developed to uolleclt the scalar in formation th
several physical sensor nodes, wrich are dep oyéd
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randomly in the network [2-4]. However; the*senmr
node with limited energy constraints is the primary
issue in both IoT-WSN environments that affect a
huge number of Itime-based applications, whmh:are
utilized to track, /monitor, manage and coordinate in
different scenarios [S, 6]. Therefore, ‘an effetctive
routing technique is required to connect the devices
and objects, which is one of the ptimary ¢ ifnéms to
e.af the loT-! W (ch

ROIRN . Ta enhanoe the

1oT-WSN performangd
that is frequently use
into clusters and therl\

and transmit data ﬂm ”‘. 8 .ncs 1o .the. Base
Station [BS]. The efficiency of the loT-WSN
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